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RunBadDBConnection {

void main(String[] args) {

Connection connection = null;
{
connection = DriverManager.getConnection(
"jdbc:oracle:thin:@127.0.0.1:1521: TESTDB", “USER@1", “PASSWORD"
)s
(SQLException e) {
e.printStackTrace();

"
3

Statement statement = null;
ResultSet resultSet = null;

{ Z RIS R LT 1BA,

statement - connection.createStatement(); /f R ﬂ >~ Acon neCt|O|’] Lj:
resultSet - statement.executeQuery(“select * from config”); 57 > -
A—XE Nz

resultset.close();
statement.close();
connection.close();
(SQL Exception e) {
e.printstackTrace();

© 2019 Synopsys, Inc. 12
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statement = connection.createStatement();
resultset = statement.executeQuery(“select * from config”);

(SQLException e) {
e.printStackTrace();
{

{

(resultSet null) {

resultSet.close();
}

(SQLException e) {
e.printstackTrace();

{

{
(statement null) {

statement.close();

(SQLException e) {
.printstackTrace();
{

I
L

(connection null) {

connection.close();
}

(SQLException e) {
e.printStackTrace();

- SYNoPSYs' ZZURL : "FIO04-). RE(Z/h -7y —RIE#ERT 5", JPCERT CC. https://www.jpcert.or.jp/java-rules/fio04-j.html, (2019-06-01)  © 2019 Synopsys, Inc. 13
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RunGoodDBConnection2 {

voild main(string[] args) {

Connection connection = DriverManager.getConnection(
“jdbc:oracle:thin:@127.0.0.1:1521: TESTDB", "USER®1","PASSWORD");
Statement statement = connection.createStatement();

ResultSet resultSet - statement.executeQuery(“select * from config”);

statement.close();

connection.close();
(SQLException e) {

e.printStackTrace();

-S\/HUPS‘/S@ S2URL : " FIO04-). RE 2/ 7=V — R KIS %" JPCERT CC. https://www.jpcert.or.jp/java-rules/fio04-j.html, (2019-06-01)  © 2019 Synopsys, Inc. 14
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Customer.java
public void updateProfile(int id, String name)
{
if (...)f
ProfileUtil.updateProfile(id, name);
}
} ProfileUtil.java BRECEERRNELRAESZHRH
public static void updateName(int id, String name) {
if (.1
%else{ NameUtil.java
public static String splitName(String fullName) {
} Y
]
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1. 43 EE classInstance != null 1. false I L F L

=
-

2. returned_null: getModuleClassloader [ null ZEL TWET (M4 BFTD S & 9B TEE SN TV E ). [EETES

if (classInstance != null)
return classInstance;

Object o = null;
try {

€ CID 18186 (#1/1): null & Y [EQEIESE (NULL_RETURNS)
3. null_method_call: null N org.openmrs.module.ModulaFactory.getModuleClassloader (getModule()) 004" EAMEENTWE S,

Class<?>» ¢ = ModuleFactory.getModuleClassloader (getModule() ). loadClass (getClassiame());

1172
1173
1174
1175
1176
1177
1178
1179
1180
1181
1182
1183
1184

1185
1186
1187

1188
1189

X /var/libfjenkins/jobs/historical_openm Orkspacelopenmrsiapisicimain;javalorpopenmrs/ module; Uleractory java

}

Vis
# Get g module’'s classloader
3

* @param mod Module to fetch the class loaderffor
* @return ModuleClassloader pertaining to thfs module. Returns null if the module is not

* started
# @throws ModuleException if the module doef not have a registered classloader
=/

public static ModuleClassloader getModuleClassloader(Module mod) threws ModuleException {
T IMOULTECTASSTOaUEr el = B (MUUIECIaSSLoauerTap - BeC | mod ) ;

1. DEEME mcl == null (d, true 2ol L £ L7,
2. var_tested_null: mcl & null ©,

if {mcl == null)
log.debug{“"Module classloader not found for module with id: " + mod.getModuleId())};

3 return_null_var: null &% % mcl EL TWWET,

return mcl;
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1. lock_acquire: O v ¥ ManagerEvents.class

7
% 1R

EELTVWET,

public static synchronized void modifyPrice(PosScreen pos) {

S5tring sku

sku =

PosTransaction trans = PosTransaction. getCurrentTx(pos.getSession());
null;
try |

€ CID 14261 (#1/11): AL v FOF v FO v ¥ (LOCK_INVERSION)

MenuEvents. getSelectedItem(pos);

} catch (ArrayIndexOutOfBoundsException e) {
Iy

2. lock_order: ManagerEvents.class #FEL7HEETOO v ¥ MenuEvents.class (DIES(E, OB OO Y VIEFE &£

Ay 7EHEDIEFEAEE->TWET

1 lock_acquire

Ay 7REHNEL VIEFTITHANTWSF
Al lock_acquire

A2 example_lock_order
A2 1 getlock
B1 lock_acquire

B2 example_lock_order

B2.1 getlock

Y synorsys

ManagerEvents java: 73
t 2 lock_order ManagerEvents java: 77
2.1 getlock

MenuEvents java:423

MenuEvents.java 86
MenuEvents java:104

ManagerEvents.java: 268

MenuEvents. java: &6
MenuEvents java:102

ManagertEvents java 423

LTwEY. FHEOFRT]

MDBFATIZED &L D BBEF T
Oy 7 %#E8 L TWABHhEEH

L. Ay 70 RETHRE%E
REIEHD
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CID AT o fr- EtEEH MEEEE S k| EEE Fiea.. | O
TUS0y AU, TR AL T8 TR ZUTZTZZ0 orman BR
10905 L—2AU-2 5 iR 201212120 brian 4

e
a1

10902 null Fz o S#ORESEE L iR 201212/20  brian
10901 RIBANICELRETENL O-F LS iR 201212120 alex
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Sl
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&1 % 1 ¢ DRIBEEER

D AT AU ANEREh TR FNAL .

ERLET.

gloox::AsyncDNSWorker:run() P XEUL Z 7l A 20F SE IR Tub Y

M AT LU= Z0U- 9L TLE T (CWE-404)

SFifm s — AmE AL

CWE 5%

v %Rl

= X W dnscpp
28
@1  dint DNS::connect( const std::string& host, int port, const LogSink& logInstance )
82 {
1. open_fn: BEEN “gloox:DNS:getSocket(gloox: LogSink const &) | ZE - T — Foadhiz  RILEEL T E T EEEFFE )

2 var_assign: {2 fd" =

“gloox: DNS:getSocket(loginstance)”

+ util::int2string(

tiWSAGetlastError() ) );

83 int fd = getSocket( logInstance );

® /homeljjarboelsrc/demo2ibuildigloox-trunkisrc/dns.cpp

332 dint DNS::getSocket( const LogSink& logInstance )
333 {

334 #iF defined( _WIN32 ) && !defined( _ SYMBIAN3Z__ )

335 WSADATA wsaData;

336 if( WSAStartup{ MAKEWORD{ 1, 1 ), &wsaData ) != @ )
337 {

338 logInstance.dbg( LogAreaClassDns, "WSAStartup() failed. WSAGetlastError: "
339

348 return -ConnDnsError;

341 3

342 #endif

343

344 int protocol = IPPROTO_TCP;
345 struct protoent* prot;

1 4yigiZ={# “(prot = getprotobyname(tcp™))

346 if( ( prot = getprotobyname( "tcp"™ )} )} != @ )
347 {
348 protocol = prot->p_proto;

2 AT = AL OEER ) AT — L - LTE T

= NULL" 3. true 125 UELE L.

BB, REGDR

= . oY RT

>
7’:}\

vV—2Xa— K_EIC
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Tt [BEFFREAR

FEEE-§

|fukamachi

TE\E\@:@@f:&b@
— 7 7 a—158R

==
= » Oz Db & AR — Ly
» L FERE
= v ERIFERE
v FELHIFT
=
= 1: gloox-trunk
) EEECEs TR AU
=R
5 2 open_fn asyncdns.cpp:134
=
2.1 open_fn dns.cpp:403
2.1.3 open_fn dns.cpp:364 E /—\WE i >
= NEEFH ch
2.1.3.1 open_fn dns.cpp:374 S S
\Y
2.1.3.2var_assign dns.cpp:374 3—1% 7:;: /r /\\ y l\ )P\
2.1.3.4 noescape dns.cpp:394
2.1.2.5 noescape dns.cpp:385 Tu 0) ﬁ:ﬁ iE E{
2.1.3.6 return_handle dns.cpp:398 —
>z
2.1.4 return_handle_fn dns.cpp:364 Fﬁ /\ 0) /
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Edit
untitled

p
untitled

g Event - Th
rting Event
it - Calling
[4] Line
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